
Der blinde
Fleck SAP –
so schließen wir die 
Sicherheitslücke



Eine Frage an Sie… 

Ist SAP ein Baustein in Ihrer 
zentralen IT-Security? 

… kann Ihr SOC „SAP“?



Der blinde Fleck SAP in der IT-Security
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One Platform

Security Management Dashboard

Threat Detection Patch Management

Code Vulnerability Scan Security & Compliance

Assign Software Component and Namespace

• Integration with SAP S/4HANA

• Technical Uninstallation Test

• SAP Solution Manager Ready functionality

• Compatible with SAP S/4HANA Cloud, private edition

• Works with RISE with SAP

SECURITYBRIDGE – THE CYBERSECURITY COMMAND CENTER FOR SAP



SAP im SOC-Fokus

Was?

Ganzheitliches Monitoring von SAP 
im Kontext der gesamten IT … as a SOC-Service 24/7

SAP als zentraler
Bestandteil der

IT-Sicherheitsstrategie!

Kritikalität von SAP-Systemen / 
Digitales Rückgrat 

Heterogene Landschaften / 
IT-Transformation / 
SAP‘s Shared Responsibilities

Daten in SAP…  
„Ein Paradies für Hacker“ 

Partner-Lösung 
SecurityBridge

Vollumfassendste SAP Security 
Lösung des Marktes

Mehrwert out-of-the-box

SOAR / SIEM Integration

Wie?

Warum
?



8COM eliminiert den Blinden Fleck SAP in der IT-Security

Echtzeit-Monitoring - SAP Threat Detection 24/7/365

Vielzahl von Threat Detection-Szenarien - betriebsfertig

Schnelle Wertschöpfung und 
Steigerung des Sicherheitsniveaus

SAP Security-Monitoring, wie es sein muss: 
KONTINUIERLICH. 
AUTOMATISIERT. 
GANZHEITLICH… 
IM SOC!

Der SOC-Mehrwert für SAP



Vielen Dank für Ihre 
Aufmerksamkeit!



SAP-Angriffsvektoren & Lösungsbausteine

Schwachstelle System-
Konfiguration

Schwachstelle Custom Code

Schwachstelle SAP-Code

Kritische Nutzer-Aktivität / 
Zero Day

Schwachstellen-Management & 
System-Compliance

Code Schwachstellen-Scanner 

Patch Management & 
Virtual Patching

Threat Detection / 
kontinuierliches Monitoring

SAP-Schnittstellen und 
SAP-Transformation / Cloud

Ganzheitliches Monitoring / 
SOC-Integration



SecurityBridge – das Beste für zwei Welten!

Security & Compliance

Code Vulnerability Scan

Patch Management

SOAR Integration / 
Automation & Response

SIEM Integration / 
Forensic analysis

Transparenz & Kontrolle

Interface Traffic Monitor
… u.v.m SAP Security Intelligence

Threat Detection

Alerts  / 
Threat Detection

SAP-Department 8COM SOC
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One Platform

Security Management Dashboard

Threat Detection Patch Management

Code Vulnerability Scan Security & Compliance

Assign Software Component and Namespace

• Integration with SAP S/4HANA

• Technical Uninstallation Test

• SAP Solution Manager Ready functionality

• Compatible with SAP S/4HANA Cloud, private edition

• Works with RISE with SAP

SECURITYBRIDGE – THE CYBERSECURITY COMMAND CENTER FOR SAP
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Threat Detection

Problem Description

Despite protection through secure configuration, timely installation of 

patches and the elimination of vulnerabilities in customer programs, 

there is still a risk of a zero-day attack. Such an attack can be detected 

by evaluating security-relevant incidents in the available SAP logs.

Solution

• Real-time scanning of all relevant SAP logs for suspicious activities

• Creation of normalized events with decision enabling information

• Intuitive reporting and incident investigation tools

• Option to connect to SIEM

SECURITYBRIDGE– THE CYBERSECURITY COMMAND CENTER FOR SAP
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Security & Compliance

Problem Description

SAP NetWeaver and S/4HANA are complex enterprise applications that 

come with a wide range of config options. This complexity increases 

the risk of configuration vulnerabilities.

Solution

• Continuous monitoring of the security-relevant configuration

• Multiple parallel Baselines: SAP Security Recommendations, DSAG 

Security Audit Guide, SecurityBridge Baseline, Custom Baselines 

(project experience)

• Integrated risk acceptance and incident management

SECURITYBRIDGE – THE CYBERSECURITY COMMAND CENTER FOR SAP
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Code Vulnerability Scan

Problem Description

Statistics show that there is at least one serious security vulnerability 

every 1,000 lines of code. Manual testing is time-consuming and error-

prone, so it is usually not done. Attackers can exploit existing problems 

or inject malicious code without being noticed.

Solution

• Quality gate: check before exporting transports

• Static analysis via SAP ATC integration, for all known ABAP 

vulnerabilities

• Automatic vulnerability analysis in case of changes due to code 

injection, transport, etc.

SECURITYBRIDGE– THE CYBERSECURITY COMMAND CENTER FOR SAP
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Patch Management

Problem Description

Known security issues in SAP SE products can be exploited by internal 

and external attackers. Exploits can be found on the Internet (e.g., 

Github) shortly after publication.

Solution

• Receive precise information of available and relevant security 

updates/patches

• SLA for "time-to-patch" based on priority

• Optimized operation through 360° view - available patches to 

relevant systems

• Integration with Security & Compliance Monitor

SECURITYBRIDGE – THE CYBERSECURITY COMMAND CENTER FOR SAP
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Has even more to offer...

Interface Traffic Identity protection Transport Security And more...

Graphical Interface Map: Finds security flaws within the 

integration layer of SAP applications.

Prevent Identity Theft: Use state of the art protection 

approach to protect your SAP identities.

Scan Transport Content: Internal and external transport 

requests can be scanned for malicious content and 

vulnerable code.

SECURITYBRIDGE – THE CYBERSECURITY COMMAND CENTER FOR SAP
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