Der blinde
Fleck SAP -

so schlieBen wir die
SicherheitslUcke
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CYBER SECURITY




R
VAMNLRIT e

Eine Frage an Sie...

Ist SAP ein Baustein in [hrer
zentralen IT-Security?
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... kann Ihr SOC ,,SAP*?
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8COM eliminiert den blinden Fleck SAP S8COM
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8COM eliminiert den blinden Fleck SAP S8COM
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Code Vulnerability Scan

SECURITYBRIDGE - THE CYBERSECURITY COMMAND CENTER FOR SAP

Security Management Dashboard
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Assign Software Component and Namespace

* Integration with SAP S/4HANA

+ Technical Uninstallation Test

» SAP Solution Manager Ready functionality

+ Compatible with SAP S/4HANA Cloud, private edition
+  Works with RISE with SAP

[SAP® Certified

Integration with SAP S/4HANA®

== Available on

9 SAP Store
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SAP im SOC-Fokus BCOM

SAP als zentraler “
Bestandteil der Partner-Losung

IT-Sicherheitsstrategie! SecurityBridge

Kritikalitdt von SAP-Systemen / Vollumfassendste SAP Security
Digitales Ruckgrat Lésung des Marktes

Daten in SAP...

,»Ein Paradies fur Hacker* SOAR / SIEM Integration

Heterogene Landschaften /
IT-Transformation / Mehrwert out-of-the-box
SAP*s Shared Responsibilities

Ganzheitliches Monitoring von SAP
im Kontext der gesamten IT ... as a SOC-Service 24/7



Der SOC-Mehrwert fur SAP

8COM eliminiert den Blinden Fleck SAP in der IT-Security
Echtzeit-Monitoring - SAP Threat Detection 24/7/365

Vielzahl von Threat Detection-Szenarien - betriebsfertig

© 60 0 ©

Schnelle Wertschopfung und
Steigerung des Sicherheitsniveaus

2> SAP Security-Monitoring, wie es sein muss:
KONTINUIERLICH.
AUTOMATISIERT.
GANZHEITLICH...
IM SOC!

S8COM



Vielen Dank fur lhre
Autmerksamkeit!

S8COM

CYBER SECURITY




SAP-Angriffsvektoren & Losungsbausteine BCOM

Schwachstelle System-

Konfiguration

Schwachstelle SAP-Code
Schwachstelle Custom Code
Kritische Nutzer-Aktivitat /
Zero Day

SAP-Schnittstellen und
SAP-Transformation / Cloud

Schwachstellen-Management &
System-Compliance

Patch Management &
Virtual Patching

Code Schwachstellen-Scanner

Threat Detection /
kontinuierliches Monitoring

Ganzheitliches Monitoring /
SOC-Integration



SecurityBridge - das Beste fur zwei Welten! S8COM

Alerts /
Threat Detection

Security & Compliance

SOAR Integration /

Code Vulnerability Scan Autormation & Hesponse

SIEM Integration /

Patch Management . :
Forensic analysis

Security |

Threat Detection B Il ge Transparenz & Kontrolle

Interface Traffic Monitor

SAP Security Intelligence
... uvm

w SAP-Department

8COM SOC
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SECURITYBRIDGE - THE CYBERSECURITY COMMAND CENTER FOR SAP
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Assign Software Component and Namespace

* Integration with SAP S/4HANA

+ Technical Uninstallation Test

» SAP Solution Manager Ready functionality

+ Compatible with SAP S/4HANA Cloud, private edition
+  Works with RISE with SAP

[SAP® Certified

Integration with SAP S/4HANA®

== Available on

9 SAP Store

S

= —
Patch Management
e <] :

Security & Compliance

Security

11



Threat Detection SeCUTBitY
ridge

Data from Thursds

EVENTS ANOMALIES SYSTEM HEALTH

Problem Description Overview Hour

Events by severity Events by terminal

Despite protection through secure configuration, timely installation of : = i g .
. . . e . P Modum W xSy
patches and the elimination of vulnerabilities in customer programs, > g - dansastyi
W DesxTOP B
B LPToP sas
| BURCEEY
W e
W rsexy
M DESKTOP ML
B EAsrAMOVK
W Others

there is still a risk of a zero-day attack. Such an attack can be detected ‘
by evaluating security-relevant incidents in the available SAP logs.

Solution

very Mgh Hen Medum Low

» Real-time scanning of all relevant SAP logs for suspicious activities Severty

Events by user Events by listener

. . . . o . . o I 1072 - Health-chock ¢
Creation of normalized events with decision enabling information “ 1001 g e
YANKANZ \ OTHERS I 1004 . Crmcal transae

# 1000 Tack cwn

I 1019 - ttrusion Detes
I 1024 - Add s lenpont
I 1050 - Report falling 1
I 1047 - Check for ound
W 1039 - Logon outside
I 1084 - ABAP Code WA
I 1071 - OMd autwntica
[ 1090 - Unscanned fe

+ Intuitive reporting and incident investigation tools il warom

» Option to connect to SIEM PaEALe e [e—

SECURITYBRIDGE — THE CYBERSECURITY COMMAND CENTER FOR SAP 12



Security & Compliance Security/| |l

9 Security & Compliance Monitor
Search N
ABEX 7.3, Core Landscape / AEQ
Problem Description AEQ - Production Execute checks
Baseline  STAMDARD - SecurityBridge standard
SAP NetWeaver and S/4HANA are complex enterprise applications that > Fiter
come with a wide range of Config Options. This Complexity increases In this section you find the security test results for the system AEQ. AEQ has been classified as a Production system. Results provided below have been Security

created by testing against rules and conditions in the SacurityBridge standard.

Authorization

the risk of configuration vulnerabilities.

Total checks  Error Waming  Success  Infermation  Undefined  Trend s
269 154 24 78 10 3 - Development I |
Identity and Access I |
Rating e % %
ntegration I |
SO|UtI0n SAP Basis I |
. @
« Continuous monitoring Of the secu rity-relevant Configuration AUTHORIZATION ~ DATA PROTECTION  DEVELOPMENT  IDENTITY ANDACCESS  INTEGRATION  SAP BASIS
5000 - Critical authorization assignments 5011 - Secure call transaction statements 5016 - Java Systems Administrators
+ Multiple parallel Baselines: SAP Security Recommendations, DSAG
1 I —
Security Audit Guide, SecurityBridge Baseline, Custom Baselines Rsksccepancey e | (1) 43 3 < 1
. . Audit run 28.02.2022, 16:08 Audit run 28.02.2022, 16:08 Audit run 28.02.2022, 16:08
(project experience)
5022 - Role & Profile assignment exceptions 5026 - SAP and third party authorization 5041 - PSE Management
assignments
+ Integrated risk acceptance and incident management el | B —— .
3 Risk acceptance(s) exist 'i!; ."_! \.u
Audit run 28.02.2022, 16:08 Audit run 28.02,2022, 16:08 Audit run 28.02.2022, 16:08

SECURITYBRIDGE - THE CYBERSECURITY COMMAND CENTER FOR SAP 13



Code Vulnerability Scan Security |/

< Code Vulnerability Analyzer
ABEX 7.3, Core Landscape | AEQ
Problem Description AEQ - Production Data from Tuesday, 1 Mar, 11:41 3 | Exen
Statistics show that there is at least one serious security vulnerability 427,523 [nes scannec actoss 4,852 objects Objects whh (vey) high severy wlnerabilie: 8 of 4,852 objecs, 0.12%
. . . . . Vulnerabilities per line of code: 72 security issues across 427,523 lines of code, 0.02%
every 1,000 lines of code. Manual testing is time-consuming and error- e Number of packages: 32 packages covering 4,852 objects

Number of programs without auth

on check: 0 out of 4,852

Sranned 3 days ago at 16:24:58 '
=/ 72 Types of vulnarabilities: 13

prone, so it is usually not done. Attackers can exploit existing problems

by SecurityBridge

or inject malicious code without being noticed.

~ 2
> Filter
SOIUtion Code vulnerabilities (72)
Vulnerability type Saverity Ohbject »’nltl;lu-'rsica[i Package !R:ghleu mpact  Changed by Changed on  Lin
* Quality gate: check before exporting transports Backdoor dentcation an R, S —— _ } -
[ very High | . - - - S | of 5.02.2022
+ Static analysis via SAP ATC integration, for all known ABAP standard table masiputston - (asRelsal . <o i 1803z
VUInerabllltles standard table manipulation [R5 " ol 18.03.2020 15
. o .. Autharity check validation |_High | — [5 % 10.07.2020
+ Automatic vulnerability analysis in case of changes due to code
.. . Authority check validation |_High g [= o 25.05.2020
|nject|on, transport, etc. e
Autharity check validation |_High | — El [?y o 30072014 1

SECURITYBRIDGE - THE CYBERSECURITY COMMAND CENTER FOR SAP 14



Patch Management

<
Problem Description Landscape Overview { AE1
AE1 - Development
Known security issues in SAP SE products can be exploited by internal Securlty Notas
and external attackers. Exploits can be found on the Internet (e.g., S e L
myr— e

Github) shortly after publication. — mesimpe o
Solution — :

| Number escription

. . . . . . | ! [CVE-2021-44228] R Code E i

+  Receive precise information of available and relevant security SI0ST8 | inrabty assocated ih Apache L0g -

3131047 [:.VE-?OZL-;"&ZE?B] Etentral Lsecur;?fr;lote far

emote Code Execution vulnerabiity,
updates/patChes 3119365 [CVE-2021-24231] Code Injection
wulnerability in SAP ABAP Server & ABAP,
3097887 [CVE-2021-38178] Improper Authorization in

SAP NatWeaaver AS ABAF and ABAP...
. . P ; Missing transaction start (AU3) entries in the
nys n P .
+ SLA for "time-to-patch" based on priority 06948 Securiy Audt Log
3007182 [CVE-2021-27610] Improper Authenticatson
in SAP NetWeaver ABAP Server and ABAP...
[CVE-2021-21465] Multiple vilnerabilithes in
SAP Business Warehouse (Database...
imi i ° vi - H - [CVE-2021-21466] Code Injection in SAP
+ Optimized operation through 360° view - available patches to 2osese  [CVEZ02L21466] Code inection n ShP.
2083367 [EVE-2020-26836) Code Injection
relevant systems S5 yulnerability in SAP Business Warehouse. .

[EVE-2020-6318] Code injection wulnerability

2086360

2058563 in SAP NetWeaver (ABAP Server) and ABA...
P [CVE-2020-6262] Code Injection wulnerability
2835079 in Service Data Download
. H . H H 05 Command Injection vulnerability in
* Integration with Security & Compliance Monitor BT R ooy Export
R Cade Injection wulnerability in Text

SECURITYBRIDGE - THE CYBERSECURITY COMMAND CENTER FOR SAP

Version
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System Details

Average lead time for implemented notes

162

266

413

413

539

658

1939

1090

Average age of pending notes:

Patch day

2021-12
2021-12
2021-12
2021-10
2021-10
202107
202101
202101
2020-12
2020-09
202005
2016-11

MAE-11

1828 Days
1292 Days

Today at 10:04:40 by Denis Dokuchaey

Last validated:

P
SLA CVSS  Severity

o

LN Hot Nevs |
L E I ot e |
x 9.1 [ Hot News |
X 4.1 [ Hot News |
X o0 [ Hot News ]
X 99 [ Hot News ]
X oas [ Hot News ]
X 9.1 [ Hot News |
X 91 | Hot News ]
X e [T
¥ oo | Hot News ]
b4 a1 | Lo b |

Category

Consulting

Prograim effor
Program error
Pl'ﬂnfi m error
Program errar
Program errar
Program errar
Program error
Program error
Program error
Program error
Program error

Bragram arrar

Security|

+| Pending

Implementation State

[No Comection Instructions, check manually |

[No Corection Instructions, check manually |
Can be implemented
[Can b implemented |

Can be implemented

|

Can be implemented
Can be implemented
Can be implemented

Can he imalamented
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Has even more to offer...

Interface Traffic

Graphical Interface Map: Finds security flaws within the
integration layer of SAP applications.

SECURITYBRIDGE - THE CYBERSECURITY COMMAND CENTER FOR SAP

Identity protection

Prevent Identity Theft: Use state of the art protection
approach to protect your SAP identities.

Security |

AED - Producson

[T ———

||
¥
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Transport Security And more...

Scan Transport Content: Internal and external transport
requests can be scanned for malicious content and

vulnerable code.
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